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Introduction

2

Just Imagine that while you are driving 
to work, each minute an alarm goes off:

Breaks are overheating
Tire pressure is down

Motor temperature goes up    etc.… 



The Alarms Problem
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Some History; Texaco Refinery, Milford Haven, 24 July 1994
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The 1994 explosion and fire at the Texaco Milford Haven refinery in
Wales, UK Injured 26 people and caused damage of around 48
million GBP and significant production loss. The Health and Safety
Executive's (HSE’s) investigation found out :

▪ There were too many alarm, and they were poorly prioritized.

▪ The HMI "Control Room Displays" did not assist the operators

in identifying what was happening.

▪ There were neither adequate training nor clear guidelines for

the operators to deal with a stressful plant upsets.

In the last 11 minutes before the explosion the two operators had
to deal with 275 alarms. Almost an alarm each 2.4 seconds..



Some History; The Computer era
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The More Alarms we have,
The better protected is our plant



Common Alarm Systems Issues
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❑ Alarm Overload (Too many alarms for the operator)

❑ Alarm Floods

❑ Nuisance Alarms

▪ Chattering Alarms

▪ Standing Alarms

▪ Repetitive Alarms (Bad Actors)

▪ Redundant Alarms

❑ Alarms which have no response

❑ Alarms with wrong Priority

❑ Unclear HMI Messages, Displays and Navigation

❑ Operators Training



Alarm Management Standards

7

eni: 28774.ENG.STA.STD
(2017)



Alarm Management Lifecycle

8



Alarm Management lifecycle 1/2 , from ISA 18.2
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Alarm Management lifecycle 2/2 , from ISA 18.2
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Alarm Management Philosophy?
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Alarm Philosophy Document

▪ What is an alarm?

▪ Roles and requirements.

▪ Rationalization requirements

▪ Alarm class definitions, design & 

requirements

▪ Alarm priorities, definitions, etc. 

▪ Handling Techniques

▪ Alarm shelving 

▪ Flood Suppression rules

▪ Alarm system monitoring 

requirements

▪ Management of change

▪ Training



Characteristics of a good alarm
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from EEMUA191
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Alarm Identification
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✓ P&ID reviews

✓ Operating procedures

✓ HAZOPs

✓ LOPAs

✓ Incident investigations

✓ Product Quality reviews

✓ Environmental Permits

✓ Existing Control System Configuration



Alarm Prioritization In-House
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Business: <$200,000 < $2,500,000 < $25,000,000 No response = No Alarm

Community/Reputat
ion:

Minor
Local 

Community 
Impact

Serious damage to 
reputation

Urgency of Response Minor Consequence Moderate Consequence Serious Consequence

Environment: Minor Localized Major > 30 minutes Low Low Medium

Personnel/Safety:
Offsite Medical 
Treatment or 1 

LTA

More than 1 
LTA

Serious Disability or 
Death

3 to 30 minutes Low Medium High

Severity: Minor Moderate Serious < 3 minutes Medium High Critical

AA30006 20" GAS LINE    H2S INLET

Return to Normal BQ H(Analog) /Alarm(D) L (Analog) LL "not used" HH "not used"

Is it an Alarm? Yes Yes No No No

If it is an alarm? What is the response?

Trace the reading, check 

other AA30005 …etc

Compare with AA30005 

and check KTD20004 No Action No action

Ensure Safe plant SD and 

check all F&G near open 

drain area

Urgency Response Time >30 min 3-30 min <3 min No action No action <3 min

Sev erity of 

not taking 

an action

Personal Safety Minor Moderate Moderate

Environment Minor Minor Severe

Business Moderate Moderate Moderate

Reputation Minor Minor Moderate

Assigned Priority Medium High Event Event Critical



Alarm Set Point vs Operator Response Time
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▪ Basic alarm design, which includes alarm types, deadbands, delays.

▪ HMI design, which includes indications, screens, colour coding,

navigation and summaries.

▪ Advanced alarm design, which includes designed suppression.

▪ Alarm Tones (Audible Annunciation).

▪ Many nuisance alarms and stale alarms can be eliminated with good

basic configuration practices.

Detailed Design
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Implementation

▪ Stage where the design is put

▪ into service

▪ Training for the operator

▪ included

▪ Initial testing of the alarm 

system functions

Implementation & Operation
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Operation

▪ Real Time Operations.

▪ Alarm System is in service

▪ Reporting abnormal conditions to 

the operator



▪ Operators are monitoring performance and reporting any defects.

▪ Any necessary set points changes are investigated as per well defined

MOC procedures.

▪ Process measurement instrument may need maintenance.

▪ Other components may need repair.

▪ Maintenance Strategy defines the inspection and repair methods.

▪ Periodic testing is a maintenance function.

Alarm System Maintenance
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Monitoring and Assessment
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Some Alarming Techniques
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Conditional 
Alarming

Dynamic Flood 
Alarming Suppression

First Out-
Alarming

Deadband



Eni Experience – Field 1
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Eni Experience – Field 1

22



Eni Experience – Field 2

Degassing Level – Original Alarm Identification



Eni Experience – Field 2

Degassing Level – New Alarm Identification



Eni Experience – Field 2

Before AM
Alarm rate> 70 alarms/(console*hour)

Note: 1 alarm every 15 seconds, weekly avg.
Standing alarms > 2000 tags

Type of reportableevents directly caused:

Total deferment cost above 1 million barrel during first year
OPEX increase ≈ 5%

Effect on plant reliability (< 80%)

After AM
Alarm rate< 3 alarm/(console*hour)

Standing alarm reduction by 75% (interimachievement)
Plant reliability exceeded 96% on yearly base with monthly

peak of 99.9%.

- SECE activation
- Productiondeferment

- HC Flaring
- Loss of fresh chemical

KPI Definition
Priority 1 Alarm rate
< 1 alarm/(console*hour) 
All console alarm
< 8 alarms/(console*hour) 
Maintenance alarms
0 from F&G system 
Standing Alarms
< 20 overall (long term)



Eni Experience – Field 3
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Eni Experience – Field 4
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Eni Experience – Field 4
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Eni Experience – Field 5



Benefits of Alarm Management implementation

Reduction
of noise in control room

Rationalization
of operator attention

Improvement
in time utilization

Improvement
of response time

Maximization
of plant efficiency

Improvement 
in plant reliability

Reduction  
of OPEX

Reduction
of insurance premiums



➢ “Alarm Systems: A Guide to Design, Management and Procurement”, EEMUA
Publication No. 191, Third Edition.

➢ ANSI/ISA-18.2: “Management of Alarm Systems for the Process Industries”.

➢ “IEC 62682 “Management of alarms systems for the process industries” 2014

➢ The UK HSE guidance note “Better Alarm Handling”.

➢ ANSI/ISA-S84.01 “Application of Safety Instrumented Systems for the Process
Industries”.

➢ “Principles for alarm system design”, Norwegian Petroleum Directorate

Alarm Management: External Resources



Thanks for your kind attention



BACKUP
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Backup
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Typical Robust Alarm System  - EEMUA191
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Operator Questionnaire 1/2 – EEMUA 191
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Operator Questionnaire 2/2 – EEMUA 191



Nuisance Alarm Flowchart
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