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Introduction
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Just Imagine that while you are driving
to work, each minute an alarm goes off:

Tire pressure is down
Motor temperature goes up etc....




The Alarms Problem

Operator Performance .y A

Water Tank ¥ B Water Tank

Storage Tank



Some History; Texaco Refinery, Milford Haven, 24 July 1994

The 1994 explosion and fire at the Texaco Milford Haven refinery in
Wales, UK Injured 26 people and caused damage of around 48
million GBP and significant production loss. The Health and Safety
Executive's (HSE’s) investigation found out :

= There were too many alarm, and they were poorly prioritized.

= The HMI "Control Room Displays" did not assist the operators
in identifying what was happening.
= There were neither adequate training nor clear guidelines for

the operators to deal with a stressful plant upsets.

In the last 11 minutes before the explosion the two operators had
to deal with 275 alarms. Almost an alarm each 2.4 seconds..




Some History; The Computer era
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The More Alarms we have,
The better protected is our plant




Common Alarm Systems Issues
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1 Alarm Overload (Too many alarms for the operator)

: Community
d Alarm Floods . Emergency Response
: c Plant
: ke
= Chattering Alarms =
= Standing Alarms - Active Protection
+ Incident |, o Relief Valve, Rupture Disk)
. . 1
Repetitive Alarms (Bad Actors) Tﬁp/}\ Safety Instrumented System
= Redundant Alarms
_E Alarm F k Operator Intervention
[ Alarms which have no response G C
EL'E me/-\ Process Control
[ Alarms with wrong Priority -
- - . \m Process Design
1 Unclear HMI Messages, Displays and Navigation v
|

Operators Training



Alarm Management Standards

WE BELIEVE THIS APPLIES TO ALL DISCIPLINES:

"IF YOU THINK GOOD DESIGN IS
EXPENSIVE, YOU SHOULD LOOK
International Electro

Sl AT THE COST OF BAD DESIGN"
Commission |IEC Interational DR. RALF SPETH, CEO JAGUAR
62682 released Society of
Alarm Management Automation issued
Standard for Process its first edition of
Industries ANSI/ISA - 18.2 el Poie
Alarm Manag:ment Research Institute
eni: 28774.ENG.STA.STD St created -
(2017) recommended Engineering Abnormal Sltuatlon_
practice for alarm equipment and Management consortium
management materials users  Degan studying aspects of
| association produced 2larm system and acted
\ their publication 191 greatly to increase
ISA | awareness of it
= EEMUA

St




Alarm Management Lifecycle

ISA-18.2 Standard on Alarm Management

Philosophy
Identification ul
ANSI/ISA-18.2-2009
Management of Alarm Systems
for the Process Industries N ——
Management
Approved 23 June 2009 ¥ of Change
Detailed Design
Implementation
,\ Om o R
/-""}' on
W ISA ry Monitoring &
1 ’ ¥ Assessment
Maintenance -—
. V.
. . ' ot
Requirements & Recommendations [

(or IEC 62682) Alarm Management Lifecycle eni



Alarm Management lifecycle 1/2 , fromisa1s.2

Alarm management Activities Inputs Qutputs
lifecycle stage
Stage Title

A Fhilosophy Document the Objectives and Alarm philosophy and
objectives, guidelines standards, audit ASRS.
and work processes for | recommendations
alarm management,
and ASRS.

B ldentification Determine potential PHA report, P&IDs, List of potential
alarms. operating procedures, | alarms.

etc.

C Rationalization Rationalization, Alarm philosophy, Master alarm
classification, and list of potential database and alarm
prioritization, and alarms. design requirements.
documentation.

D Detailed design Basic alarm design, Master alarm Completed alarm
HMI design, and database and alarm design.
advanced alarming design requirements.
design.

E Implementation Install alarms, Completed alarm Operational alarms
implementation testing, design and master and alarm response
and implementation alarm database, procedures.
training. ASRS.
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Alarm Management lifecycle 2/2 , fromisa1s.2

Alarm management Activities Inputs Qutputs
lifecycle stage
Stage Title
F Operation Operator responds to Operational alarms Alarm data.
alarms, and refresher and alarm response
training. procedures.
& Maintenance Maintenance repair and | Alarm monitoring Alarm data.
replacement, and reports and alarm
periodic testing. philosophy.
H Monitoring & Monitoring alarm data Alarm data and alarm Alarm monitoring
assessment and report philosophy. reports and proposed
performance. changes.
I Management of Frocess to authorize Alarm philosophy and | Authorized alarm
change additions, proposed changes. changes.
modifications, and
deletions of alarms.
J Audit Feriodic audit of alarm Standards, alarm Recommendations for
management philosophy, and audit Improvement.
processes. protocol.
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Alarm Management Philosophy?

Alarm Philosophy Document

What is an alarm?
Roles and requirements.
Rationalization requirements

Alarm class definitions, design &

requirements

Alarm priorities, definitions, etc.

Handling Techniques
Alarm shelving
Flood Suppressionrules

Alarm system monitoring

requirements
Management of change

Training



Characteristics of a good alarm

No Operator Response = No Alarm

Characteristics of a good alarm

Relevant i.e. not spurious or of low operational value

Unique I.e. not duplicating another alarm

Timely l.e. not long before any response is needed or too late to do anything
Prioritised l.e. indicating the importance that the operator deals with the problem

Understandable

l.e.

having a message which is clear and easy to understand

Diagnostic ..e. identifying the problem that has occurred
Advisory l.e. indicative of the action to be taken
Focusing i.e. drawing attention to the most important issues

12

from EEMUA191
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Alarm Identification

N N N N N X X

P&ID reviews
Operating procedures
HAZOPs

LOPAs

Incident investigations
Product Quality reviews

Environmental Permits

T S S SRR S R SRR S e e e e

Existing Control System Configuration



Alarm Prioritization In-House

Business: <$200,000 |< $2,500,000 < $25,000,000 No response = No Alarm
Community/Reputat . Local . Serious damage to . .
Lo Minor Community . Urgency of Response Minor Consequence Moderate Consequence | Serious Consequence
ion: reputation
Impact
Environment: Minor Localized Major > 30 minutes Low Low Medium
Offsite Medical . . -
Personnel/Safety: | Treatmentor1 More than1 Serious Disability or 3 to 30 minutes Low Medium High
LTA LTA Death
Severity: Minor Moderate Serious < 3 minutes Medium High Critical
IAA30006 20" GAS LINE H2S INLET I
Return to Normal BQ H(Analog) /Alarm(D) L (Analoq) LL "notused" HH "not used"
Isitan Alarm? Yes Yes No No No
Ensure Safe plant SD and
Trace the reading, check | |Compare with AA30005 checkall F&G nearopen
Ifitis an alarm? What is the response? other AA30005 ...efc and check KTD20004 No Action No action drain area
IUrqencv | Response Time | |>30 min | |3—30 min | |<3 min | INo action | INo action | |<3 min
) Personal Safety Minor Moderate Moderate
Sev erity of Environment Mi Mi S
not taking J inor inor evere
an action Business Moderate Moderate Moderate
Reputation Minor Minor Moderate
Assigned Priority | | | |Medium | |Hiqh | |Event | |Event | |Critical
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Alarm Set Point vs Operator Response Time

Normal Unacknowledged Acknowledged alarm Return-to
(A) alarm (B) (C) normal (D)
- > € > - >
" . -
. allowable response time 7
_______ = T _ErcTce_ss_re_sﬁ)lTse_____f_______
consequence j ol : TN
shreshoid without qperator
g ................................................................................................ Y {71 . P ——
© process
§ measurement
5 process —7
2]
aparkttrscinn et
Q operator delay Y
takes action :
i alarm setboint
_____________ A S . e
ack operator process alarm deadband _’[_____ .
delay |response deadtime 4
< S Edelay) > | Lrocess response time | .
0

Time

¥
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Detailed Design

Basic alarm design, which includes alarm types, deadbands, delays.

HMI design, which includes indications, screens, colour coding,

navigation and summaries.
Advanced alarm design, which includes designed suppression.
Alarm Tones (Audible Annunciation).

Many nuisance alarms and stale alarms can be eliminated with good

basic configuration practices.
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Implementation & Operation

Implementation

Stage where the design is put
into service

Training for the operator
included

Initial testing of the alarm

system functions

Operation

Real Time Operations.
Alarm Systemis in service

Reporting abnormal conditions to

the operator
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Alarm System Maintenance

Operators are monitoring performance and reporting any defects.

Any necessary set points changes are investigated as per well defined

MOC procedures.

Process measurement instrument may need maintenance.

Other components may need repair.

Maintenance Strategy defines the inspection and repair methods.

Periodic testing is a maintenance function.
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Monitoring and Assessment

Average
Alarms / Hour

/ Operator

> 12
12

Manageable

150 300 > 300
Maximum Alarms / Day / Operator

1% 5% > 5%
Percentage Time above Target
Levels

Average alarms
per day

Average standing
alarms

Peak alarms
per 10 minutes

Average alarms per
10-minute interval

Distribution %
(low/med/high)

.

)
w2 (isA)
> 4
EEMUA 191 ANSI/IISA-18.2 ASM
<144 ~150 <144
(up to 288 (~300 may (up to 288
may be be may be
manageable) manageable) manageable)
<10 <5 per day <10
<10 =10 <10
1 ~1 (~2 may be 1
manageable)
80/15/5 80/15/5 80/15/5
o J




Some Alarming Techniques
TAME THRESHOLD
LEYEL /'
4800 2 N\ /
4880 \-/1 \/f
Conditional \ U oF ALARIT
THRESHOLD
Alarming
WITHOUT THE 'ALARM
DEAD BAMD' THESE WOULD
GEMERATE REFEATED ALARMS
P100
Dynamic Flood
Alarming Suppression :
§ >Upp Deadband
TANK LEWEL IN 'HIGH ALAR M
H AT THIS POIMT IN TIME
\I"'../. f’---\\ Comprassar CI:I:,!I.:'.:F::;&U
f,—i;:?;mrﬁ ::_F/‘_: \.__/I Common Alarm
~ /7 Comoresson O L Coma Tag Description Alarm
= (G osy Gheskam @.Q PT200 Fuel Supply Pressure Low Alarm
— N . . .
& XD201 Loss of Combustion Air Discrete Alarm
: XD202 Loss-of-Flame Discrete Alarm
Upstream RX4 XD203 Loss of Actuating Energy Discrete Alarm
Block Valve Compressor
-'/-q\- Discharge .
- First Out-

\ ! Flow
p

X

Product ,ﬁ._ | -"/ﬁ\‘ Discharge

Pressure
Control

Discharge -'\_/-EI
Temperaiure

20

bty e
Downsiraam
Black Vahle

Alarming

¥
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Eni Experience — Field 1

11737

Alarms %
2567 | 22%
2284 19%
740 6%
486 4%

420 4%
222

159 1%

Tag
10530LALO22
1B410FALL8O01
1A410FALBO2ZA
10700XLO15LS
10560PIC0O33
10550LAHHOO1
10560PIC0O32

Description

10530TMO01 LEVEL ALARM LOW
10410HWO001B HO FLOW ALARM
10410HWO001A COMB AIR FLOW ALARM L
LINE FAULT FOR 10700XL015 (SS02)
10560XX0048 (VA002B)

10550VADO01 LEVEL ALARM HIGH HIGH
10560XX0048 (VAOO0IB)

LOW LOW

Peak 10min (02/06/18 18:10): 993 Alarms

Last occurrence
2/6/2018 18:36
2/6/2018 23:37
2/6/2018 23:20
2/6/72018 17:318
2/6/2018 23:58
2/6/2018 23:28
27672018 17:19

Area

Fresh Water System

Hot Oil System B

Hot Oil System A
Fire & Gas System
Waste Water Treatment
Closed Drain System
Waste Water Treatment

24 HOURS ALARMS DISTRIBUTION

3000 2730
2000
1081
1000 531 476 632 554 515 602—."° 663
429
260 297 309 214 386 I i 211 388 261 199 I 158 176 155 304
U 1 1 1
00 01 02 03 04 05 06 07 08 09 10 11 12 13 15 16 17 18 19 20 21 22 23

¥
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Eni Experience — Field 1

Fresh Water System

Hot Oil System B

Hot Oil System A

Waste Water Treatment
Fire & Gas System

Gas Sweetening Train 1
Gas Sweetening Train 2
10361

Liquid Stabilisation
Closed Drain System

Alarm Distribution by Area

-

_—— ]

—_— 2

— 1 TR

0

— 527
I— 530
— 571
— 510
— 377
— 283

500

1000

1500

2000

2500

3000

3500




Eni Experience — Field 2

Degassing Level — Original Alarm Identification Critical Alarm

Tripping U3 - Standard Alarm

Deviation alarm

'ﬁ ______________________ . Target Alarm
L l
Configured
Mot tripping
. Tripping U3

- Tripping Pumps

Valdation | pre-frip

6

0oa

*  Critical Alarm for ESD signal Unclear identification
«  (Standard Alarm for F&G) of the pnonties

+ Target Alarm for process

¥
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Eni Experience — Field 2

Degassing Level — New Alarm Identification Critical Alarm

Tripping U3 - Standard Alarm

Deviation alarm

/o Target Alarm
) \2-13

Configured LALL @
Mot ripping

- Tripping Pumps

LT
oo

“alidation
* (Critical alarm for pre-trip alarm identyfing the cause Enhanced
- Standard alarm for measure degradation, identification of the
« Target alarm for trip function hazard LAD-2-13

¥
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Eni Experience — Field 2

Before AM
Alarm rate> 70 alarms/(console*hour)
Note: 1 alarm every 15 seconds, weekly avg.
Standingalarms > 2000 tags
Type of reportable events directly caused:
- SECE activation - HCFlaring
- Productiondeferment - Loss of fresh chemical

Total deferment cost above 1 million barrel during first year
OPEXincrease = 5%

Effect on plant reliability (< 80%)

Priority 1 Alarm rate
All console alarm

Maintenancealarms

Standing Alarms

After AM
Alarm rate< 3 alarm/(console*hour)

Standingalarm reduction by 75% (interim achievement)
Plant reliability exceeded 96% on yearly base with monthly
peak of 99.9%.
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Eni Experience — Field 3

4,000,000

3,500,000

3,000,000

2,500,000

2 000,000

1,500,000

1,000,000

500,000

Alarm Trend in all stations

2,334,571

gennaio febbraio marzo aprile maggio

B Trend allarmiunificato

—Top 20 allarmi unificato

Giugno
(Simulato)
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Eni Experience — Field 4

ESD Alarm Rush
Incident September 2016

ESD

1.0/Black-
ESD 2.2 Out

579 Alarms i 4 864 Alarms
in 15t Minute after 1

Minute

After Dynamic Alarm Handling

ESD

1.0/Black-
ESD 2.2 out

245Alarms W Bl 530 Alarms
Hided Hided

Trends
Operators observating
Event-Time Study
EEMUA -Guidelines

Trends
Operators observating
Event-Time Study
EEMUA -Guidelines

Reduction of 48% alarms during ESD alarm rush!
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Eni Experience — Field 4

5%

2,5%

U of time outside upset state target rate

g

25%

E

% of time outside steady state target rate
Ed

Stable  Reactive

1 2 10
Average rate during steady state (10 min)

20 100
Peakrate during upset state (/10 min)

10

1200

200

% 5% £ 50%
& &
Dupsat E 5
condition £ 25% § 25%
i )
: 7
@ Steady State < 1% o 10%
7] 2
3 2z
; 2
E &
Zosw £ 1%
$ (=]
E Reactive

Stable

100 1 2 10 100
Average rate during steady state [/10 min)
1000 10 20 100 1000
Peak rate during upset state (/10 min)
Standing Alarms from 09/2016 to 04/2017
Sept 16 Oct'16 Now'lE Dec'ls lan'17 Feb17 Mar'l? Aprl7 May'1T

DOupse:
condition

& Steady State
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Eni Experience - Field 5

Alarm Rate By Console for 1/1/2020 to 2/1/2020

Annunciated Alarms Per Day Per Operating Position

Annunciated Alarms Per Hour Per Operating Position
CRITICAL Prionity Alarms Per Hour Per Operating Position
WARNING Priority Alarms Per Hour Per Operating Position
ADVISORY Priority Alarms Per Hour Per Operating Position

Percentage of Hours With > 30 Alarms Per Operating Position

Stale Alarms (=24 hrs)

Suppressed Alarms

Shelved Alarms

Percent of Days with Daily Count Per Operating Position
Less than 20
20 1o 49
S0 1o 150
150 to 300
Mare than 300

Annunciated Alarms Per 10 Minutes Per Operating Position
Percentage of 10 Minute Pericds with more than 10 Alarms
Maximum Number of Alarms in a 10 Minute Pericd
Percentage of Time Alarm 5System is in Flood

Likely to be M aximum
Acceptable Managahle
134 300
57 12
1.16 N/A MN/A
435 N/A MN/A
0.05 N/A MN/A
1%
5

0
0

Target is:

0.00%
16.15%
54 84%

19.35% Managable 0% Total
9.68% Unmanagable

Target
0.93 2
0.569%
B45
1.19%



Benefits of Alarm Management implementation

oy

Rationalization
of operator attention

Reduction
of noise in control room

Improvement
in time utilization

Improvement
of response time

Maximization
of plant efficiency

Improvement
in plant reliability

— = i
I Cost Reduction

T =

T

Reduction
of OPEX

{1,

Reduction
of insurance premiums

L

eni



Alarm Management: External Resources

“Alarm Systems: A Guide to Design, Management and Procurement”, EEMUA
Publication No. 191, Third Edition.

ANSI/ISA-18.2: “Management of Alarm Systems for the Process Industries”.
“IEC 62682 “Management of alarms systems for the process industries” 2014
The UK HSE guidance note “Better Alarm Handling”.

ANSI/ISA-584.01 “Application of Safety Instrumented Systems for the Process
Industries”.

“Principles for alarm system design”, Norwegian Petroleum Directorate



Thanks for your kind attention
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Typical Robust Alarm System - EEMUA191

State 1 - Robust

Characteristics

Alarm system is reliable during all plant modes including normal
operation and plant upset.

Operators have a high degree of confidence in the alarm system and
have time to read and understand all alarms.

Typical operator
interface

The alarm response manual, containing the expected operator action
in response to each alarm and the likely consequence of this being
ineffective, is available on-line (i.e. integrated into the DCS alarm
system interface) for the operator to consult as necessary.

The alarm system adjusts automatically according to plant operating
mode, displaying only the alarms that are relevant under the current
conditions.

Priority safety and priority production alarms are always displayed in
the same location on the operator interface to facilitate pattern
recognition.

Typical alarm
system
functionality

DCS alarm system is fully enhanced for optimal alarm management.
A large proportion of the alarms are treated dynamically, so that
they can be annunciated to the operator only when they have a
response that is appropriate for the current operating mode.
Manually-initiated bulk suppression of alarms is possible, based on a
range of criteria (including priority- and equipment-based), and this
is consistently used by the operators.

Adaptive alarm tuning is applied consistently, e.g. to automatically
suppress bouncing alarms.

Some use is made of model-based alarming, to warn of deviation
from multivariate relationships, before single measurements become
significantly upset.

Typical ancillary
processes

A full process of continuous improvement is established and running
for the alarm system with identified responsibilities and
accountabilities. Key performance indicators are published at a high
level in the organisation.

¥
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Operator Questionnaire 1/2 - eemua 191

Location: ‘Plant location’ 4. How well do the alarm systems support you during plant fault or trips? (E)
Plant: ‘Plant name’ Very good OK Poor Very poor

Date:

Name: What is your impression of the number of alarms generated when equipment trips or
Role: communications fails?

1. How long have you worked with the present control/alarm systems? (E)

Is there more than one operator who accepts/responds to the alarms? If so, how many?

Years | Months

Have you worked with other systems? If so, which ones?

Are alarms grouped say by plant area, equipment for each operator?

What features of the other systems do you like?

5. What about the total number of alarms in the system? (E)

Too many alarms

Many but necessary

Few but adequate

Too few alarms

2. About your control/alarm systems

Control System details (Name/ Manufacturer/ Model/ MMI/ Year installed)

Can you distinguish between alarms generated from different parts of

the system?

What generates most alarms? (1- being the highest)

Is the alarm system part of the control system?

Process

Equipment

DCS system

Communications

Are there fixed annunciator panels?

What other systems generate alarms you respond to?

6. How many alarms do you get in normal steady operation? (E)

PER HOUR
Guess Per hour
Actual Per hour

3. How well do the alarm systems support you in normal steady operations? (E)

Very good 0K Poor Very poor

7. How often do you find that an alarm that comes up is a repeat of an alarm you have

already seen in the last five minutes? (E)

What series of operations do you do when an alarm is activated?

70-100% of
alarms

40-70% of alarms

20-40% of alarms

Under 20% of alarms

9. What proportion of alarms are useful to you in operating the plant? (E)

8. Do you suffer from the following 'nuisance’ alarms?

All essential Most useful Few useful Very few useful

Often

Sometimes

Rarely

Alarms that are wrongly prioritised.(E)

10. Do you fully understand each alarm message and know what action to take? (E)

Alarms from plant that is shut down.(E)

Always Mostly Sometimes

Two or more alarms occurring at the same

time that mean the same.(E)

Alarms occurring in a trip which are only

relevant in steadv nneratinn (F)

Yes/Not at all/In part

Instrument faults




Operator Questionnaire 2/2 - eemua 191

9. What proportion of alarms are useful to you in operating the plant? (E)

All essential Most useful Few useful Very few useful

13. Do you keep an alarm list permanently displayed during a large plant fault or trip?

(E)

Yes

|N0

10. Do you fully understand each alarm message and know what action to take? (E)

Always Mastly Sometimes

14. How often do you look through the alarm list display during a large plant fault or

trip? (E)

Several times a minute

Once every couple
of minutes

Once every 10
minutes

Less than once every 10
minutes

11. Consider a normal operating situation and 10 typical alarms. How many of the 10
alarms:-

Require you to take positive action, e.g. operate a valve, or speak to
an assistant?(E)

Cause you to bring up a display/format and monitor something
closely?(E)

15. How often in a large plant fault or trip do the alarms come too fast for you to take

them in? (E)

Mostly

Sometimes

Rarely

Are noted as useful information?(E)

Are read and quickly forgotten?(E)

16. How often in a large plant fault or trip are you forced to accept alarms without

having time to read and understand them? (B

12. How many alarms would you get during a large plant fault or trip? (E)

Always

Quite often

Sometimes

Never

In the first minute In the next ten minutes In the next hour

What facilities help you manage alarms during a large plant upset?

What facilities would help you if there were a large amount of alarms during a plant upset?

17. Does the alarm system help you to pick out key safety related events during a large

plant fault or trip?

36

Very well

Some help

Little help

A nuisance

¥
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Nuisance Alarm Flowchart

Is this a
GENUINE
alarm ?
Does an Can a timely
alarm response =NO-) operalor response
exist ? be defined ?
T
YES
* =
Document the NO
YES response in your
ARM
|
>
Is the alarm priority Re-prioritise the alarm
appropriate forthe  =NO<  according to your
consequence ? documented procedure
|
YES
le
'y
Does this alamm Review and rationalise ;
duplicate another for |=YES4{ all duplicated alarms ?:ggi:‘évagl%”
the same condition ? as appropriate
1
NO
+ NO
Is the alarm an |
operational
requirement ?

{

37

Is the alarm
CORRECTLY

k configured ?

Determine the alarm

|— type
Analogue Digital
Identify & apply the Can an analogue Enable the analogue
appropriate alam  -NO — TG (R EIRrTY iemng alarm be used to alarm YES$ alarm then disable the
setting . the same condition digital alarm
: I
Identify & apply the Has hysteresis been Would an ON or OFF >
appropriate hysteresis 4-NO—{ set to an appropriate time delay reduce  |=YES ) % 'de"":,yaf;?.‘,’npmg
value value ? nuisance behaviour ? PProp v
T T
YES NO
*
Does the alarm still
.Q—NO— exhibit nuisance
behaviour ?
I
YES
+ - ” R
Is there a problem with Review the use of
advanced alarm logic, =YES$ advanced alarming
grouping etc ? techniques & resclve

(1)

(1)

Do you have
process or equipment
problems ?
A
Has the equipment Remove or disable the
being monitored been |~YES4| alarm if it is safe to do
decommissioned ? S0
1
NO
Is the equipment Consider taking the
temporarily outof  |-YES$ alarm off-scan, using
service 7 your MoC procedure
1
NO
* o
Is the instrument faulty Raise work order for
or inappropriate for the |=YES${ repair, or review the
selected duty ? __instrument selection
T
NO
* e R T 5
Is there a problem with Raise work order for
the monitored process |=YES4J| operations staff to
equimpent ? review & remediate
T
NO
* -
Is there a process Raise work order for
problem, or has the |-YES$| process engineers to
review & remediate

process changed ?
1




